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Abstract

Real-time information dissemination is essential for
the success of key applications such as transportation
management and battlefield monitoring. In these ap-
plications, relevant information should be disseminated
to interested users in a timely fashion. However, it is
challenging to support timely information dissemina-
tion due to the limited and even time-varying network
bandwidth. Thus, a naive approach disseminating ev-
ery data with no consideration of the context that de-
scribes where and when the data is acquired and how
it can satisfy users may only provide poor performance
and user perceived quality of service (QoS). To address
the problem, we design a novel context-aware protocol
to disseminate real-time data in a cost-effective manner
by considering the spatio-temporal semantics associated
with information. More specifically, we define (1) con-
text attributes, (2) develop how to analyze the utility of
a specific data item based on the attributes, (3) and ad-
just the utility based on a cost-benefit analysis for cost-
effective real-time information dissemination especially
in the context of visual surveillance.

1 Introduction

Real-time information dissemination is needed in a
number of important applications such as transporta-
tion management, target tracking, and battlefield mon-
itoring. Unfortunately, computational resources, espe-
cially the network bandwidth, for information dissem-
ination is limited. Also, the available bandwidth may
significantly vary from time to time, especially when in-
formation is disseminated via wireless communication

media. Hence, a naive approach disseminating every
data with no consideration of the context that describes
where and when the data is acquired and how it can
satisfy users may only provide poor performance and
user perceived quality of service (QoS).

To shed light on the problem, we design a new ap-
proach to context-aware real-time information dissem-
ination in publish-subscribe systems. Essentially, we
aim to utilize the limited bandwidth in a cost-effective
manner to improve the user perceived QoS by con-
sidering the context inherent in real-time sensor data
characterized by the spatial and temporal semantics
of the data and user interests, and cost for updating
and disseminating data. In this paper, we focus on
airborne surveillance and tracking scenarios using un-
manned aerial vehicles (UAVs), even though our ap-
proach is not limited to a specific application. For ex-
ample, UAVs can collect images and forward them to
nearby command and control (C2) nodes or ground
forces to support visual target tracking or reconnais-
sance as shown in Figure 1.

Figure 1. Information Dissemination for

Surveillance

Generally, the bandwidth for airborne communica-



tions is limited. Link 16 is commonly used for tacti-
cal communications between military aircraft, but it
only supports 28.8 — 238 Kbps [10]. Also, the avail-
able wireless bandwidth may substantially vary during
a mission, as the terrain, weather, and communica-
tion distance changes [5]. Hence, context-aware real-
time information dissemination is critical to provide
the right information to the right users at the right
time [17, 4] in defense information systems such as the
US Air Force Joint Battlespace Infoshpere (JBI) de-
spite the challenges. In order to provide adequate QoS
to intelligence, surveillance, and reconnaissance appli-
cations in net-centric environments, it is critical to en-
sure that information publishers, such as UAVs, dis-
seminate the most important information first to the
subscribers, such as the other aircraft or ground forces,
in a timely manner despite varying network conditions
[1]. Also, it is important to efficiently utilize the highly
constrained and potentially varying available wireless
bandwidth.

In the JBI, a managed information object (MIO) is
the quantum over which information dissemination is
managed. An MIO consists of the data to be delivered
and the metadata that describes the data. For efficient
dissemination of MIOs, we consider the spatio-temporal
features of MIOs including the MIOs’ acquisition times
and coverage of the area of interest (AOI), which partly
determine the information utility perceived by users.
In this paper, each information object is associated
with the spatial and temporal metadata as well as the
estimated utility in addition to the data itself.

In this paper, we first define several context at-
tributes needed to compute the estimated utility of
MIO dissemination. Estimating the information gains
(i.e., utilities) provided by MIOs based on multiple con-
text attributes and comparing them with each other is
a non-trivial problem [11]. To address the challenge,
we develop a compact set of contextual QoS attributes
and an efficient method to estimate information util-
ities. Also, we develop a scheduling algorithm to in-
crease the total utility as much as possible, while effi-
ciently utilizing the limited and potentially fluctuating
available network bandwidth by carefully scheduling
the dissemination of MIOs.

Deriving proper end-to-end (E2E) deadlines for air-
borne information dissemination and meeting all E2E
deadlines is very difficult, if at all possible, due to a
number of challenges including fluctuating channel con-
ditions and different importance and size of data ob-
jects. Therefore, we focus on supporting soft real-time
MIO dissemination by striving to improve the contex-
tual QoS and reduce the E2E delay as much as possible.
In this paper, we apply the delay tolerant networking

(DTN) technique [3], as the continuous E2E connec-
tivity is not always available in airborne networks [7].
DTN is a store-and-forward approach that does not re-
quire an E2E connectivity. In this paper, if an airborne
information dissemination node receives a packet from
its one-hop neighbor, it immediately acknowledges the
reception and stores the received packet before it for-
wards the packet to the next node, for example, in
a group of UAVs or ground forces inter-connected for
surveillance.

The rest of the paper is organized as follows. Sec-
tion 2 formulates the problem of context-aware real-
time information dissemination. Our cost-benefit anal-
ysis and approach to context-aware real-time data dis-
semination is discussed in Section 3. Related work is
discussed in Section 4. Finally, Section 5 concludes the
paper and discusses future work.

2 Problem Formulation

We model the contextual QoS optimization problem
as a linear programming model. For the clarity of pre-
sentation, we consider a simple case where one UAV
has n(> 1) MIOs to disseminate. We assume that the
utility u; achieved by an instance of M10;, e.g., an
image taken from a specific geographic area, is known
for problem formulation purposes. By assigning trans-
mission rates, f1, fa, ..., fn to MIOs, our approach to
MIO dissemination aims to maximize the total utility

> uif; (1)
i=1
subject to
Z fi<f (2)
i=1

where f is the wireless bit rate bound. However, map-
ping the problem of context-aware MIO dissemination
as a linear programming problem has pitfalls including
the following ones:

e For example, The utility of an MIO is not fixed but
may change based on the context that represents
potentially varying user interests in MIOs. Spatio-
temporal contexts may change the importance or
utility of an MIO. For example, the utility of an
image from a certain UAV reduces, if another UAV
covers the AOI better. Thus, u; in Eq 1 is not fixed
but may vary from time to time.

e The available wireless bit rate is not constant but
varies oftentimes. Hence, f in Eq 2 changes. Thus,
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we observe that our problem is a significant depar-
ture from utility maximization based on linear pro-
gramming and, therefore, investigate cost-effective
heuristics for real-time information dissemination.

3 Real-Time Information Dissemina-
tion

In this section, we describe the contextual QoS at-
tributes and scheduling algorithm to support adaptive,
context-aware MIO dissemination. Using the context
attributes, the utility of each MIO is computed. Based
on the estimated utility values, MIOs are disseminated
in a highest utility first manner. Further, the MIO dis-
semination rate is dynamically adapted according to
the available wireless bandwidth estimated based on
the measurements performed in the recent history.

3.1 Overall Approach to Scheduling of In-
formation Dissemination

In our approach, each publisher, e.g., each UAV,
works as either the information source or relay node
toward the destination. FEach node has a buffer to
store its own data or the data received from the other
nodes. Given multiple information objects to deliver,
each node computes the estimated utilities of the MIOs
to be disseminated. It also performs the cost-benefit
analysis to adjust the MIO utilities and schedule their
dissemination to increase the total utility perceived by
the subscribed users. Further, the bit rate bound for
MIO dissemination is continuously adjusted via feed-
back to improve the accuracy of the available bit rate
estimation. The overall procedure is summarized in
Figure 2. Also, the individual steps described in Fig-
ure 2 are discussed in the next subsections.

3.2 Context Attributes

To estimate the utility of an information object, it
is necessary to consider the context in which the infor-
mation is acquired and used. Also, the context for real-
time data acquisition and dissemination is often deter-
mined by several attributes. In this section, context at-
tributes for real-time information dissemination are de-
fined based on the notion of the spatio-temporal gain.
Since disseminating two information objects with the
same contextual utility may require and result in differ-
ent amounts and levels of computational resources and
user satisfactions, it is desired to analyze the cost for
disseminating individual MIOs and adjust their utili-
ties accordingly.

1. For each MIO to disseminate, compute the es-
timated spatio-temporal information gain, i.e.,
the utility, the MIO is expected to produce.

2. For the MIO, compute its cost-benefit ratio and
adjust the spatio-temporal gain by the cost-
benefit ratio. Insert the MIO into the queue of
the MIOs to be disseminated in non-increasing
order of the utility. If the queue is full, delete
the MIO with the smallest utility first.

3. At the beginning of a dissemination period,
transmit the MIO at the head of the queue and
wait for an acknowledgement (ACK) from the
receiver. After receiving the ACK, transmit the
next MIO. In this way, transmit as many MIOs
in the queue as possible until the end of the
current dissemination period. At the end of the
period, go to Step 1.

Figure 2. Adaptive, Context-Aware QoS Sup-
port for Real-Time Information Dissemination

tili -

utility utility utility

1 1 1

0 . 0 - - 0 — -
Max meters/pixel avi time avi time

(a) Image resolu- (b) Validity inter- (c) Soft freshness
tion val metric

Figure 3. Spatio-Temporal Utility of an MIO

3.3 Utility Estimation

In this paper, we consider the spatial and temporal
aspects associated with an MIO to estimate its utility.
Clearly, these attributes are not only possible metrics
that can analyze the utility of an MIO. However, the
spatial and temporal aspects of sensor data are crit-
ical in terms of real-time information dissemination,
because they indicate how closely the MIO captures
the AOI and the current real world status.

e Spatial gain: Figure 3(a) shows an exemplar util-
ity function based on the resolution of an image
covering the AOI expressed in terms of meters per
pixel. The utility is 1 if an MIO has the maxi-
mum resolution determined by the camera hard-
ware and the lowest possible altitude that does not
risk the safety of the UAV. The utility decreases as




the resolution decreases, i.e., as the meters/pixel
increases, as shown in the figure.

o Information freshness: Generally, an MIO is more
valuable, if it is acquired more recently. Ac-
cording to the temporal validity concept devel-
oped for real-time data management [12, 8], M IO;
is fresh (i.e., temporally consistent) at time ¢,
if t < ts(MIO;) 4+ avi(MIO;) where ts(MIO;)
is the time-stamp taken when MTQO; is acquired
and avi(MIO;) is the absolute validity interval of
MIO; determined by the semantics of a specific
application. As shown in Figure 3(b), the MIO is
considered stale producing no utility when ¢ be-
comes larger than ts(MI0;) + avi(MI0;).

Unfortunately, the absolute validity interval metric
is too rigid for real-time information dissemination in a
distributed environment. Thus, we propose an alterna-
tive metric, called a soft freshness metric, to measure
the freshness of MIO; in a more flexible manner. As
shown in Figure 3(c), the freshness, i.e., temporal util-
ity, of M10O; gradually decreases to 0 as t increases
beyond ts(MIO;) + avi(MI0O;). In practice, a precise
shape of the freshness curve is application dependent;
it can be defined by an application administrator using
the application program interface (API). Notably, most
existing work on real-time data management only con-
siders data temporal consistency in terms of validity
intervals without considering soft freshness or spatial
aspects [12, 8].

To compare the estimated utilities of MIOs, we com-
pute the spatio-temporal gain of MI1O; as a weighted
sum of the utility values acquired by the resolution and
freshness.

w(MIO,):wSuS(MIOZ)-i—wtut(MIOZ) (3)

where wg, us(MIO;), we, and u(MIO;) represent the
weight for the spatial utility, spatial utility value of
MIO;, weight for the temporal utility, and temporal
utility value of M 1O, respectively. Tuning w, and w;
is specific to the application of interest. Also, it needs
to satisfy the following constraint:

ws +wy =1 (4)

Therefore, w(MIO;) € [0,1] in Eq 3.

The default setting is ws = w; = 0.5 to consider
temporal and spatial gains equally. There are a number
of ways to determine ws and w; including the following
ones:

e An application administrator can tune w, and w;
to weigh the spatial and temporal utilities in a spe-
cific application based on his/her expert domain

knowledge to compute the utility via Eq 3, while
meeting the constraint specified in Eq 4. The ad-
ministrator can also specify a set of (ws,w;) pairs
to allow the information dissemination system to
use different pairs considering the current tactical
situation. For example, it is reasonable to increase
ws (and decrease wy) for long-term planning of
possible missions in a distant AOI. Alternatively,
it could be more desirable to increase w; (and de-
crease ws) to detect immediate threats over the
next hill.

e Alternatively, our approach allows each individ-
ual user to choose w; and w;. This approach is
also reasonable as individual users may have differ-
ent preferences between the spatial coverage and
information freshness. When an individual user
subscribes to our information dissemination ser-
vice, he/she specifies the preference by setting w;
and w; subject to the constraint of Eq 4. In this
case, the same MIO can be perceived with differ-
ent utility values by different users. For each MIO,
we compute the total utility, which is equal to the
sum of the utilities preceived by the users. Af-
ter that, we compare the total utilities of MIOs to
schedule MIO dissemination.

The choice between the first and second approach is
highly dependent on the specific application of interest
and current situation. For example, the first approach
is expected to be more effective, if the AOI is already
determined and specific targets are identified. On the
other hand, the second approach is more effective when
different users want to analyze complex battlefield sit-
uations from different perspectives and derive synergis-
tic intelligence that could be missed otherwise. Thus,
we provide both options in this paper.

3.4 Cost-Benefit Analysis and Utility Ad-
justment

In a publish-subscribe system, not every client may
subscribe to a certain MIO. Instead, some MIOs could
be more or less popular depending on tactical situ-
ations and user interests. Further, their update fre-
quencies may vary widely. Essentially, it is desired to
disseminate the MIO that is the most popular, least
frequently updated, and smallest in terms of size first.
Based on this observation, we compute the cost-benefit
ratio, B(MI10;) € (0,1), for arbitrary MIO; using a
sigmoid function:

1
1+o

BMIO;) = ()
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where

and af(MIO;) is the access frequency of MIO;,
uf(MIO;) is the update frequency of MIO;, and
s(M1I0;) is the size of MIO; normalized to the av-
erage MIO size. Also, d(M10;) in Eq 6 is the dis-
tance between the sender and receiver normalized to
the average distance. Because the signal to noise ra-
tio (SNR) exponentially decreases in terms of distance
between the sender and receiver [9], it becomes more
expensive to transmit M 10; as the distance increases.
Typically, o in Eq 5 is greater than or equal to 2 and
changes according to the surrounding environment [9].
To compute B(MIO;), we propose to use a fixed «
value, because the cost-benefit ratios are mainly used
to determine the relative rankings of MIOs.

Finally, we adjust the spatio-temporal gain com-
puted in Eq 3 by the cost-benefit ratio to compute the
adjusted utility of MI0;, G(MIO;), which is in the
range (0,1):

G(MIO;) = B(MIO;) - w(MIO;) (7)

Overall, the adjusted spatio-temporal utility increase
as MI1O; becomes more popular, but it decrease if
MIO; is relatively large, updated more frequently, or
transmitted to more distant users.

In this paper, we consider periodic information dis-
semination. Each UAV periodically disseminates its
information at every dissemination period. It dissem-
inates the data with the highest adjusted utility first.
If it cannot finish disseminating all the data within the
period, it recomputes the utilities of the remaining and
newly acquired data, if any, for data dissemination in
the next period. To support DTN using a finite buffer,
the data with the smallest utility is deleted when the
storage in a UAV is full. In this way, we aim to enhance
the user perceived QoS as much as possible in the pres-
ence of the potentially time-varying availability of the
wireless bandwidth and storage capacity.

4 Related Work

A goal of research on the application of context has
been to have computational process affected by the en-
vironment it exists in. For example, a cell phone should
sense that its owner is in a meeting and forward incom-
ing calls to voice mail as a result. Schilit [13, 14] was
one of the first researchers to coin the term context-
awareness. Dey [6] extended the notion of a context
with that of the idea that information could be used to
characterize a situation and thus could be responded

to. Recently, more powerful models for contextual pro-
cessing have been developed in which users are more
involved. However, related work on context-aware real-
time information is scarce.

Data broadcasting over a wireless link, such as a
satellite link, has been studied [16, 15, 18]. A major-
ity of existing work on data broadcasting is centralized
where the server has all data to disseminate and sched-
ules data broadcast to minimize the latency. However,
in real-time information dissemination systems, there
can be more than one information sources. Aksoy et
al. [2] has considered the multiple source problem in
the context of data broadcast. Most of existing work
on data broadcast, however, does not apply the notion
of context to support cost-effective data dissemination
in the presence of intermittent wireless connectivity.

Our work is novel in that it develops and seam-
lessly integrates spatio-temporal context attributes and
cost-benefit analysis for real-time information dissem-
ination. Context-aware real-time information dissem-
ination is critical to provide the right information to
the right users at the right time [17, 4] in defense infor-
mation systems. Further, it is essential for other im-
portant applications such as disaster recovery or traf-
fic status monitoring. However, the related work is
scarce. The closest work is real-time data broadcast
[16, 15, 18, 2]; however, most existing work on data
broadcast do not directly consider the notion of con-
text. Further, they are not integrated with delay tol-
erant networking to make data available even in the
presence of the intermittent wireless connectivity.

5 Conclusions and Future Work

Real-time information dissemination is needed in a
number of important applications such as transporta-
tion management, target tracking, and battlefield mon-
itoring. However, it is challenging to support real-time
information dissemination as computational resources
are limited and their availability may dynamically vary.
Hence, a naive approach disseminating every data with
no consideration of the context that describes where
and when the data is acquired and how it can satisfy
users may only provide poor performance and user per-
ceived QoS. To shed light on the problem, we design
a new approach to contezrt-aware real-time information
dissemination. We aim to utilize the limited and poten-
tially fluctuating communication bandwidth in a cost-
effective manner to improve the user perceived QoS
by considering the context inherent in real-time sensor
data characterized by the spatial and temporal seman-
tics of the data, user interests, and cost for updating
and disseminating data. In this paper, we especially
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focus on airborne surveillance and tracking scenarios.
The key contributions of this paper are as follows:

e We have defined context attributes for real-time
information dissemination.

e We have developed how to analyze the utility of a
specific data item based on the attributes and ad-
just the utility based on a cost-benefit analysis for
cost-effective real-time information dissemination.

e In addition, a new scheduling scheme for cost-
effective real-time data dissemination and buffer-
ing for delay tolerant networking has been devel-
oped.

In the future, we will develop more efficient ap-
proaches to context-aware real-time information dis-
semination.
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